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(1 .

[2} UNITED STATES DISTRICT COURT

[3] EASTERN DISTRICT OF NEW YORK -

[4] X

5] UMG RECCRDINGS, INC., et al,

[6]

Piaintifts, 05 CV 1095
[ (DGTHRML)
vs.

i8]

9] MARIE LINDOR,
[0 Defendant.

>4
1]
(2] February 23, 2007
[131 230 a.m.
[14} :
[15] BEPOSITION of Expert Wilness,
[16] DR. DOUGLAS W.JACOBSON, held at the offices
"7 of Vanderberg & Feliu, LLP, 110 East 42nd
[8] Streat, Naw York, NMew York, pursdant to
[19] Notice, before ELIZABETH SANTAMARIA, a
20} Notary Public of the State of New York.
[21] ’
22
i29)
[24] Repored by:
© ELIZABETH SANTAMARIA
[25] JOB NO. 54123
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2] Appearances:

tEi|

L] HOLME ROBERTS & OWEN LLP
[8] Attorneys for Plaintifls

6] 1700 Lincoln Street
A Denver, Colorado 80203-4541
[8} BY: RICHARD L. GABRIEL, ESQ.
9]

[o] VANDENBERG & FELIU, LLP

H1]  Atorneys for Defendant

[H2) 110 East 42nd Strest

[13] New York, New York 10017

[14) BY: RAY BECKERMAN, ESQ.

[18}

[16]
ALSO PRESENT: ZI MEI

{7

18]

i)

(20]

1)

[22]

[29]

[24)

125]

[
{2
]
4] IT IS HEREBY STIPULATED AND AGREED
[51 that the fillng and sealing of the within
[61 deposition be, and the same are hereby
7] waived; '
€]
@] IT IS FURTHER STIPULATED AND AGREED
[10] that all objections, except as to the torm
[11] of the question, be and the same are hereby
[12] reserved to the time of the trial;
[13)
14§ IT IS FURTHER STiPULATED AND AGREED
[15] that the within deposition may be sworn to
(16] before Notary Public with the same force and
[t7] eftect as if swomn to before a Judge of this
[18] Court;
[19] IT IS FURTHER STIPULATED that the
[20] transcript Is to be certified by the
[21} reporter.
[22]
[23]
[24]
[25]
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1
2 DOUGLAS W. ] ACOBSON,
@ called as a witness, having been duly sworn
4 by the Notary Public, was examined and
& testified as follows:
G EXAMINATION BY
m MR. BECKERMAN:
© Q: Please state your name for the
9 record.
ra  A: Dr. Douglas W, Jacobson.
11 Q: What is your business address?
s A: 2215 Coover Hall, Iowx State
sl University, Ames, Jowa 50011,
4 G Dr, Jacobson, are you yourself an
18 engineer?
re - A: Yes.
o7 Q: By what body are you certified as an
[18) engineet?
el A: By no professional society.
ra  Q: No professional society? Is there
[21j any organization that has certified you asan
122y engineer?
psr  A: No. 7 .
4  Q: Are you part of any peet regulatory

12s] body?
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{1 Jacobson
@ Q: Hypothetically, had you discovered
r KaZaA software and song files or remnants of KaZaA
) software or song files resembling those that had
B appeared in a screen shot, would that have tended to
& support a finding that she had downloaded or
m uploaded copyrighted files?
@  A: That would have supported a claim
@ that that computer was used to make files available.
o Q: So it would have supported a finding
t11] that the computer whose hard drive you examined had
1121 been used for that purpose?
pa A: Correct.
4  Q: It would not have supported a
115 finding, would it, as to whether Marie Lindor
pe] herself had used those programs or files?
1 MR. GABRIEL: Object to the form.
o Lack of foundagion.
i)  THE WITNESS: Please read it back.
[20] (Record read.)
1) A: That’s correct.
21 Q: Hypothetically, had you discovered
{23 substantial deletions, would that have supported a
4 finding that there had been the use of KzaZaA file
125 sharing to download or upload copyrighted files?

=
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2 MR. GABRIEL: Object to the form.,
B Lack of foundation,
4  A: Had I found substantiai deletions of
s the KaZaA software and music files, that would have
8 supported it.
m ©: Had you discovered that the hard
18 drive had been entirely reformatted would that, in
5] your view, have supported a finding that the
uo computer had been used for uploading or downloading
i1 copyrighted works? '
ra  MR. GABRIEL: Same objections.
ta)  A: Had the computer been reformatted,
114 there would have been no conclusion that I could
vs} have drawn as to what was on the computer prior to
e formacting, .
71 Q: Hypothetically, had you discovered
(18} substantial defragmentation of the hard drive, would
t1e) that have supported a finding that the computer had
w0 been used to upload or download copyrighted works?
1 - MR.GABRIEL: Same objection.
2] A: If that's all I had found, no, that
18] would not have supported.
4 - Q: S0 you have concluded that the hard
w5 drive that you examined was not used for KaZaA file
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[ Jacobson
i1 sharing; is that correct?
13 A: That's correct, as I testified or as
“ I -— in one of my documents, yes.
1 Q: Are you aware of any evidence of
[ anything that would point to Marie Lindor personally
@ having done something as opposed to any other
@ person?
m MR.GABRIEL: Objection to the
o form. Lack of foundation.
1 A: Thave examined evidence that shows
tiz that the computer registered to the IP address
tie] belonging to Marie Lindor was used to share
114 copyrighted material.
s Q: But other than that, other than the

(e fact that the computer was used, as you say, is *
17 there any evidence to show what natural person, wha
g8 individual was the one who actually did it?

e A: No.
,,:(

1] procedures MediaSentry employed?

22 A: I do not know the inner works of

23] MediaSentry processes and procedures.

24  Q: Do you know what software they used?
p5  A: No.

zq  Q: Do you know what processes and
Page 32

[s] Jacobson
@ Q: Do you know if it was well known

81 Off-the-shelf software or if it was proprietary .
4] software? -’}?
= A: Again, I do not know the inner _

1] workings of MediaSentry's operations.

m  Q: Do you know if their software had )
® been peerreviewed or published or anything like (f
1 that? )

pg  A: Not that 'm aware of.

it Q: Have you ever testified as an expert

12 in a deposition?

13 A: No.
14 Q: Have you ever testified as an expert
(15 in a trial?
el A: No.

17 Q: Have you ever testified as an expert
1e] in any other type of proceeding?
re;  A: Itestified in front of a school

20) board.
21 Q: As an expert?
g1 A: Yes.

ey Q: On what subject?
4 A: Ateacher was accused of viewing
251 pornography at school.
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1 Jacobson 1l Jacobson
@ A: No.

s Q: How long have you been using your
i present method of determining whether a particular
i/ computer has been used for uploading or downloading
@ copyrighted works?
@1 A: About a year and a half.
# Q: When did you learn your present
1 method of determining whether a particular computer
o has been used for uploading or downloading
(i copyrighted works? Or did you develop it yourself?
gz A: Clarification. Are you talking about
(13 exams on the hard drives or just the process, the
f14) entire process?
s Q: Well, you have a method, do you not?
pg;  A: ['have a method for examining hard
p7 drives and I have a method for reviewing the
18] MediaSentry material. .
te  Q: So these are two different things?
o1 One isn’t tied into the other?
e A: They are two different processes.
27 Q: Olkay. So let’s break it down. Your
231 method of —
4 The MediaSentry matetials are
zs] gathered through the internet?
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fl Jacobson
-7 A: Yeah. MediaSentry gathers the

a1 material through the internet.

#  Q: How did you learn your method of

15) interpreting — withdrawn.

@  Are youable —

7 Iam having z little difficulty with

8 this conceptually. You are breaking it down into

fe] two separate processes. Is it your testimony that
re] there is a way to detect whether a computer has been
t1] used for uploading or downloading copyrighted works
tz] without both looking at the MediaSentry material and
13 the hard drive?
f4  A: Yes.
ris]  Q: Let’s break it down, then, into two
{16 separate things. ’
p71 How did you learn your method of
ie] determining from the MediaSentry materials whether a
pe particular computer has been used for uploading or
eoj downloading copyrighted works?
3 A: Yes. : ] %S?
r4  Q: How did you learn your method of

en  A: It was a process that I developed.
2 Q: You developed it on your own?
125] determining from a hard drive whether a particular

1 computer has been used for uploading or downloading
@ copyrighted works?

1 A: Well, the forensic examination

5] process I learned through selfstudy and through the
6 forensic examiner’s exam.

m Q: Now,amI correct that you were doing

[e) this for law enforcement before you were a certified
i forensic examiner?

pop  Ar That’s correct.

1 Q: And when did you become a certified

(2] forensic examiner?

i3  A: September '04,

na - Q: And why did you become a certified

5 forensic examinesr?

e A: Two reasons. One is to be able to

u7 better work with the law enforcement and the other

"|tre is to help support our university’s educational

18] mission, since we teach computer forensics.

2oy Q: Wouldn't a third reason be that it

(1] might give you standing to testify in a court of law
122 as to your forensic examinations of hard drives?
23 A: That I would tic in with the first

[z4] reason, to work better with law enforcement.

ps  Q: What about your private work for the
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[ Jacobhson
recording industry of America?

g1 A: I'was a certified examiner before I

# was engaged by the recording industry.

m Q: Isn't it a fact that you were engaged

61 by the RIAA in 20027

m  A: It was in September '05,

E  Q: You were not doing any work for them

] in 2002?
o) A: No. My first work for them was in
t1 the fall of 2005. I can’t remember my first trip to
121 Kansas City.
(13  Q: And you weren't doing any work for

r4) them in 2003? '

ns  A: No.

g  Q: And you weren’t doing any work for

=B

7 them in 20047

p1a]  A: Istarted working with the law firtm

r1g in the fall of 2005.

o]  MR. BECKERMAN: Off the record.

2] (Discussion off the record.)

2 Q: Has your method of determining from

i23] the MediaSentry materials whether a particular

4] computer has been used for uploading or downloading
1281 copyrighted works been tested by any testing body?

G
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. A: Not that T have submitted.
@l Q: Do youknow anyone else that is using
y m} your method, other than you?
l s A: Not that I'm aware of,

g Q: Has your method of determining

through the MediaSentry materials whether a
[# particular computer has been used for uploading or
& downloading copyrighted works been subjected to any
4 form of peer review?
i A: Not that I'm aware of.
Q: Has your method of determining from
13 the MediaSentry materials whether a computer has
14 been used for uploading or downloading copyrighted
15) works been published?
169 A: No.
171 Q; Is there a known rate of error for
18] your method? '
A: No.
Q: Is there a potential rate of error?
MR. GABRIEL: Object to the form.,
A: I guess there is always 2 potential
31 of an error. _
Q: Do you know of a rate of error?
A: To my process, no.
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Jacobson
Q: Are there any standards and controls
1 over what you have done?
. 1 A: No.
w0 B  Q: Have your methods been generally
. \%ﬂ 8 accepted in the scientific community?
- m  A: The process has not been vetted
- & through the scientific community.
i8]

. Q: Have you had communications with
0] MediaSentry?

i1 A: Not that I recall.

fisf  Q: Have MediaSentry’s methods been

i1e] tested by any testing body?

n4q A Idon't know.

ns Q: Have MediaSentry’s methods been

el subjected to any form of peer review?

i A: ITdon’t know.

e Qi Have MediaSentry's methods been

o] published?

pop  A: Idon’t know.

2 Q: It's a fact, is it not, that _

2] MediaSentry’s methods are secret?

pa  MR. GABRIEL: Objection of lack of

iz41 foundation.

251 A: Idon't know,
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@  Q: Is there a known rate of error for
m MediaSentry’s methods?
#  A: Not that P'm aware of.
B Q: So when you evaluate the MediaSentry
18] materials you are assuming them to be accurate?
m A Yes.
B Q: Is there a potential rate of error
) for MediaSentry’s methods?
o MR, GABRIEL: Object to the form.
111 A: There is always a potential for an
[12] errot.
(13 Q: Are there any standards and controls
n4 over MediaSentry’s methods? '
ns]  A: Idon’t know.
ne  @Q: Have MediaSentry’s methods been
171 generally accepted in the scientific community?
ne  MR. GABRIEL: Object to the form,
19 Lack of foundation.

2oy A: Not that I know of. ) —
el Q: Is MediaSentry peerregulated?

222 A: Not that I know of '

e  Q: Apart from your work on RIAA.

24 litigations against owners of internet access
[25] accounts, have you engaged in research on
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1z determining whether specific individual computer

@ users engaged in copyright infringement through

# peerto-peer file sharing?

s MR.GABRIEL: I'm sorty. I lost

# the question. Could you repeat it,

1 please?

B Q: Apart from your work on the RIAA

g cases, have you engaged in any research on methods
i of determining whether specific individual computer
11 users engaged in copyright infringement through the
i1z use of P2P file sharing?
03 A: Yes.
n4  Q: And what kind of research was that?
15  A: Obviously there was some research
tiel done through Palisade as part of its product rollout
1171 dealing with how to identify the individuals within
{18 an organization. One of my grad students also
ng) worked on the project to identify users of
rg peerto-peer software, although that was focused
1} more on child pornography than it was copyright
22y material.
25 Q: I'would like to leave aside rescarch
r24] that may have been done by others. I mean to ask

'|;2s) whether you personally have engaged in research.
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